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Why are we here today?

If we don’t change - if we fail to adapt — we risk losing the certainty
with which we have defended our national interests for decades.

Good enough today, will fail tomorrow.

The processes with which we build capabilities for our Airmen have
not adapted to these changes; the ways in which we test, evaluate,
and train with them do not meet current or future demands.

If we are to beat our competitors in conflict, we must also
beat them in development and fielding a capability.

General Charles Q. Brown, Jr.
CSAF
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305 @GFlight Authorization
Approving Official Guide
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Stories

i,

:2 Jesper Stubbendorff
All aircrew need report to the 9th, we are
waiving crew rest and taking the jets to
Fairchild. Please respond when heading in.
Families evac without u.

o= 3

LtCol Eli Persons 9ARS

@all //URGENT// CHZ2 Report to 9ARS
auditorium.

All crews notified of bravo alert status, your
crew rest is waived. Report to SARS
auditorium ASAP. We are launching the fleet
now. See notification above. Post response
when heading in.

o= 1

David Henze (9 ARS)
Heading in stuck in traffic.

Steven Jacob (2 ARS)

coming in now

Zachary Bieber (9 ARS)
Reporting
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Enabling Joint All Domain C2

High Legacy Status Near-Term Efforts Future
Cost/Feature - He_avy Infras.tructure - Complete Virtualization - Virtual lnfrastr_ucture Cost/Feature
- High Sustain Costs - Building Enterprise Application Framework - Reduced Sustain Costs
- Long Dev Lead Times - New Apps: CAMPS Inc 1 - 6 to 15 Weeks to Deliver Apps
Long-lead - Multiple Point-to-Point Interfaces - Prioritize Legacy Program Transition - Complete Legacy System Migration

Time - Service-Oriented Architecture Framework - Cloud Migration - Cloud Integration

- 25 Data/3 App Services
Current Systems Component & Service Capability & Visualization Cloud Integration
Flight Integration Integration
MAFPS — MAF Planning

Automated Flight MAFPS
Planning Service

I

H H BE g

J, 1 1
CAMES = Reqt's CAMPS ApDi Presentation Framework
Consolidated Air Tracking Ications
Mobility Planning - !
System CAMPS ! .. |

£
:

abiliti ) -
GATES - Global Air Executi . ' '
Transportation xecution GATES
Execution System Mgmt Mobility Enterprise Info Services O Mobility Enterprise Info Services)
GDSS - Global GDSS Analytics & . ‘.
Decision Support History | \ e Goss| System | pop —
R GDSS GDSSJ / S}’ster.n - Data } L
DMR — Dynamic Flight Mgmt ntegration | _ v trewc Cache

ST 9 9 \ Cache CAWPS| oo sares _ J

Mission Re-Planning Wi - CAMPSir - . \ 1
TBMCS - Theater GDSS s ing/Unit i TBMcsj| -
Battle Management —_— cheduling / )

Core System Crew Mgmt GDSS —

GDSS

AF Mobile Apps, Devices, and Standards
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Tomorrow

What is Platform One

Platform One was born out of a partnership between
Space Command, Unified Platform, and the Air Force
Chief Software Office.

In less than a year, they were able to take mostly open-
source projects and have a fully accredited DevSecOps

pipeline and process. They merged with the Department

sSPACE=E
M

of Defense Enterprise DevSecOps effort, led by the Air
Force Chief Software Officer, ultimately producing a fully

€ Jira Software Zero Trust

Architecture

kubernetes

accredited and extensible platform.

X Confluence

o O«

@ GitLab Istio

Mattermost *

N

ATO'd DoD Enterprise
DevSecOps Initiative (DSOP)

Content IaC/CaC
L .,

BIC BANG

pipe /wr

ATO'd Staging
Environment

CTFd App

(o]

|
Binary, Data,
K8s manifest

I —

pipeline

ATO'd Production

Classified ATO'd Environment

Staging /
Production
Environments L4

L2
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Public or non-critical

Credentialed access needed,

Impact Levels

National Agency Check and Inquiries

mission info publicly accessible (NACI)
R
R cisco Webex
Up to CUI, credentialed multi-
Non-critical mission| factor authentication US persons
information, (not necessarily CAC) login via [Single Scope Background Investigation,
Non-national internet or NIPR, (SsBl)
security systems | depending on system
Higher sensitivity .
cul, CAC authentication via USipersons
Mission critical internet or NIPR, National Agency Check with Law and
Information, depending on the Credit (NACLC)
National security system Non-Disclosure Agreement (NDA) o
SVStems CHES Teams
. US Citizen w/ adjudicated SSBI and
it S SIPRNET SECRET clearance

National security systems

NDA
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Calls to action:

« Senior Leaders — support CSAF and CSO calls to move quickly

 Wing/Squadron Leadership — Get involved with and support your base Spark Cell

« Mobility Airmen — Make noise, connect with the innovation network spread across the AF,
and don’t accept yesterday’s way of business as a barrier to adapt for tomorrow

Join us:
https://login.dsop.io - then select “Click here to register now” at the bottom

Best place for MAF related info is the USAF-MAF Team on MM

Justin.poole@afwerx.af.mil / @poole.j.21as
Stephen.heptig.1@us.af.mil /| @stephen.heptig.1
John.cockburn.1@us.af.mil / @john.cockburn
airmencoders@afwerx.af.mil
tron@afwerx.af.mil

https://airmencoders.us/

Air Mobility Warriors — Projecting Decisive Strength and Delivering Hope... Always!



CAPABILITIES KEY

D

Video Conference  Webcast
Conference

File Email  Chat Group
Sharing Viorkspace

CHES 0365
{Exc<ludes NCR/ANG)

« Features:
includes SharePoint, Onelrive, Exchange
/Email, Teams.
® How to Access:
- is.af.milisites/1
NICProf- ects/cp/SitePages/Home aspx

OTDO=

Skype for Business [ven

vEN

= Features:
Secure video conferencing oof for
hosting meetings, ncludes instant
messaging capabilities.

® How to Access:
hitps fics2.els.af. mil/stes 10007/ Internal/A
FNICP! ojects/cp/SitePages/Home aspx

DO=

Global Video Services )
(GVS)

= Features:
Provides a fuli sufte of on-demand, high
quality. VTC capabilities for users to
Interact face to face witfin the US.
= How to Access:
<d. disa.mil/gy

s-webi

690=

ChatSurfer

» Features:
Sectwe chat platform with integration of DCS
Chet ond inteiin k Me ssenger chatrooms.

e How to Access:
hitpsi//chatsurfer.nro.mil/

AIR FORCE TELEWORK CAPABILITIES

Connect te the AFNet Virtual Private Network (VPN) only if you need to access CHES Office
365, Skype for Business, or Global Video Services. For those in the Air Reserve Component,
launch Desktop Anywhere for access to email, file sharing, group workspace and chat

CAC TYPICALLY REQUIRED

DEE Webmail (NCR only)

Features:

Provides secure cloud-based emall fo
the DoD enterprise designed to
increase operational efficiency and
facilitate collaboration across organize-
tionai boundaries.

How to Access:

hitps:fweb. matl.mil/

o

milS:

e

Features:
Collaboration space vith the ability to
post information for the enterprise,
UpfoOd traiitiings of otfter video, or
collect feedback through surveys.

to Access:
https: /i milsuite.mill

DD

RocketChat

Features:

Colfaboration platform that aflows teams
to communicate - chatting in reaf time
and sharing files.

How to Access:

https://rocketchat gs.milf

DD

Outlock Web Access + {OWA+)

Features:

Secute web-based version of Outiook
emalf, inciudes SharePoint and OneDrive.
How to Access:

External to AFNet (At home}

https:/fowa. us.af mil/internaltoAFNet-http
siffwebmail apps.mil/

1=

capabi

Defense Collaboration
Services (DCS)

« Features:

Cenference and chat capabifities.
* How to Access:

https //conference apps. milt

GBTO=

Secure Access
(SAFE)

= Features:
Exchange unclassified files up to 8.0 GB
that can't be sent through email,

* How to Access:
https:/safe apps.mil’

(=]

e Exchange

milDrive

« Features:
Short-term secure cloud solution that
provides continuotis and refiable access
to your fles anytime, anywhere.

® Howto Access:
https://disa.deps milservice/milDrive/Site
Pages/Home aspx

DD

Government Phones
and Tablets &

= Features:
Can be used to check emall, joh, confer-
ence caifs, and has fimited file sharing
and group werkspace capabiities.

* How to Access:
Contact your local Communications Squadron

BOODD

Can utilize virtual CAC

s. All other AFNet users can connect u

NO CAC REQUIRED

DoD Commercial Virtual
Remote (CVR) - MS Teams
Envireonment

Features:

Provides collaboration through video,
volce, ond text conumunication.

How to Access:

https:/fwmw.cloud. mVCVR

BODOD

MatterMost

Features:

Workpiace messaging from web browser
or mobife device

How to Access:

https:f/chat.collab.cdlaf.mil/

aal:: 1=

Wickr RAM

Features:

Mobile messaging app that allows users
to set expiration tines on messages,
share files and host conference cals.
How to Access:
hitps/install.sofapps.net!

BODOD

Teleconference Bridge

Features:
lassic conferencing capabilities,

does not inciude video copability.

How to Access:

Contact your local

Communications Squadron

.

g EURAM VPN or TMG VPN.

PROVIDER KEY

Air Forec Provided
DoD Prowvided
Commercially Providec

REQUIREMENTS KEY

=
£s] &7
Cost VPN

Required Required

PUBLICLY ACCESSIBLE"

WebEx ©

Features:

Create and join face to face video/au-
dio meetings from a web browser of o
mobite device.

How to Access:

https:/fwww. cico comic/en/usisolutions!

ent-solutions/fedramp.htn|

BeH

Pending Air Force security review

Zoom Gov ©

Features:
A more secure version of Zoom US,
affows users to host video conferenc-
ing for hundreds of users from a wetr
browser or their mobile device.

How to Access:
https://zoomgov.com/

BeaH

Pending Air Force security review

All Partner Access Network
(APAN)

® Features:
Web-based fife sharing site.
* How to Access:
hittpsy//www. apan.org/

DO

* Must be configured per security guidelinas.

Commercial Tools (Allows some CUI and
PIL and Information not Intended for public

release - Fed RAMP Moderate)

FedRAMP MODERATE

Commercial Tools (Only Use for
Fully Unclassifiec! - Publicly
Releasable Information)

OPEN (NON-SECURE)

Airmen should utilize IL4/5 systems as their primary means for collaboration. If needed, Alrmen may use IL2 tools as long as they meet the security requirements. Public facing tools may

ONLY be used for unclassified, public discussions, ceremonies, or broadcasts.



